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In this series,you'll learnhow RSA and DSA authenticatiorwork, and seehow to setup
passwordlesauthenticatiorthe right way. In the first article of the series,Daniel Robbins
focuseson introducingthe RSA and DSA authenticatiorprotocolsand showingyou how
to getthemworking over the network.

Many of us usethe excellentOpenSSHseeResourcesaterin this article) asa secure encrypted
replacementor the venerabletelnet andrsh commandsOne of OpenSSH'snore intriguing
featuresdis its ability to authenticataisersusingthe RSA and DSA authenticatiorprotocols,which are
basedon a pair of complementarynumericalkeys. As one of its main appealsRSA andDSA
authenticatiompromisethe capability of establishingconnectiongo remotesystemswithout supplying
a password. While this is appealingnhew OpenSSHusersoften configureRSA/DSA the quick and
dirty way, resultingin passwordles$ogins, but openingup a big securityhole in the process.

What is RSA/DSA authentication?

SSH, specifically OpenSSHa completelyfree implementatiorof SSH),is anincredibletool. Like
telnet or rsh, thessh client canbe usedto log in to a remotemachine All that'srequiredis for
this remotemachineto be runningsshd, the ssh serverprocessHowever,unlike telnet, the
ssh protocolis very securelt usesspecialalgorithmsto encryptthe datastream ensuredatastream
integrity and evenperformauthenticatiorin a safeand secureway.

However,while ssh is really great,thereis a certaincomponenf ssh functionality thatis often

ignored,dangerouslymisused,or simply misunderstoodThis components OpenSSH'|RSA/DSA

key authenticatiorsystem,an alternativeto the standardsecurepasswordauthenticatiorsystemthat
OpenSSHuseshy default.

OpenSSH'KRSA and DSA authenticatiorprotocolsare basedon a pair of speciallygenerated
cryptographickeys, called the private key andthe public key. The advantagenf usingthesekey-based
authenticatiorsystemds thatin many casesijt's possibleto establishsecureconnectionsvithout
havingto manuallytype in a password.

While the key-basedauthenticatiorprotocolsarerelatively secure problemsarisewhen userstake
certainshortcutsin the nameof conveniencewithout fully understandindheir securityimplications.
In this article, we'll takea goodlook at how to correctlyuseRSA and DSA authenticatiorprotocols
without exposingourselveso any unnecessargecurityrisks. In my nextarticle, I'll showyou how to
usessh-agent to cachedecryptedprivate keys,andintroducekeychain, anssh-agent
front-endthat offers a numberof convenienceadvantagesvithout sacrificing security.If you've
alwayswantedto getthe hangof the more advancedauthenticatiorfeaturesof OpenSSHthenread
on.

How RSA/DSA keys work

Here'sa quick generaloverviewof how RSA/DSA keyswork. Let's startwith a hypotheticalscenario
wherewe'd like to useRSA authenticatiorto allow a local Linux workstation(namedlocalbox) to
openaremoteshell on remotebox, a machineat our ISP. Right now, whenwe try to connectto
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remotebox usingthe ssh client, we getthe following prompt:

% ssh drobbins@remotebox
drobbins@remotebox's password:

Herewe seean exampleof the ssh default way of handlingauthenticationNamely, it asksfor the
passwordof the drobbins accounton remotebox. If we typein our passwordor remotebox, ssh uses
its securepasswordauthenticatiomprotocol, transmittingour passwordover to remotebox for
verification. However,unlike what telnet does,hereour passwords encryptedso thatit cannot
be interceptedby anyonesniffing our dataconnection.Onceremotebox authenticate®ur supplied
passwordagainstits passworddatabaseif successfulwe'reallowedto log on andaregreetedwith a
remotebox shellprompt.While the ssh defaultauthenticatiormethodis quite secure RSA and DSA
authenticatioropenup somenew possibilities.

However,unlike the ssh securepasswordauthenticationRSA authenticatiorrequiressomeinitial
configuration.We needto performtheseinitial configurationstepsonly once.After that, RSA
authenticatiorbetweenlocalbox andremotebox will be totally painless.To setup RSA authentication,
we first needto generatea pair of keys,one private and one public. Thesetwo keys havesomevery
interestingproperties.The public key canbe usedto encrypta messageand only the holder of the
private key candecryptit. The public key canonly be usedfor encryption, andthe private key can
only be usedfor decryption of a messagencodedby the matchingpublic key. The RSA (and DSA)
authenticatiorprotocolsusethe specialpropertiesof key pairsto performsecureauthentication,
without needingto transmitany confidentialinformation over the network.

To get RSA or DSA authenticatiorworking, we performa single one-timeconfigurationstep.We
copy our public key overto remotebox. The public key is called"public” for a reasonSinceit can
only be usedto encrypt message$or us, we don‘tneedto be too concernedaboutit falling into the
wrong hands.Onceour public key hasbeencopiedoverto remotebox andplacedin a specialfile
(~/.ssh/authorized_keysp that remotebox's sshd canlocateit, we'rereadyto useRSA
authenticatiorto log onto remotebox.

To do this, we simply type ssh drobbins@remotebox atlocalbox's console,aswe alwayshave.
However,this time, ssh letsremotebox's sshd know thatit would like to usethe RSA authentication
protocol. What happensextis ratherinteresting.Remotebox's sshd generatesa randomnumber,
andencryptsit usingour public key that we copiedover earlier. Then, it sendsthis encryptedrandom
numberbackto the ssh runningon localbox. In turn, our ssh usesour private key to decryptthis
randomnumber,andthensendsit backto remotebox, sayingin effect"See,l really do hold the
matchingprivate key; | wasableto successfullydecryptyour message!'Finally, sshd concludeghat
we shouldbe allowedto log in, sincewe hold a matchingprivate key. Thus, the fact thatwe hold a
matchingprivate key grantsus accesg0 remotebox.

Two observations

Therearetwo importantobservationsaboutthe RSA and DSA authenticationThe first is thatwe
really only needto generateone pair of keys.We canthen copy our public key to the remote
machineghatwe'd like to accessaandtheywill all happily authenticateagainstour single private key.
In otherwords,we don'tneeda key pair for every systemwe'dlike to accessJustone pair will
suffice.

The otherobservations that our private key should not fall into the wrong hands. The privatekey is
the onething that grantsus accesgo our remotesystemsandanyonethat possessesur privatekey is
grantedexactlythe sameprivilegesthat we are.Justaswe wouldn'twant strangerdo havekeysto our
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house,we shouldprotectour private key from unauthorizeduse.In the world of bits and bytes, this
meansthat no one shouldbe ableto reador copy our private key.

Of course the ssh developersare awareof the private keys'importance and havebuilt a few
safeguardsnto ssh andssh-keygen sothatour privatekey is not abusedFirst, ssh is
configuredto print out a big warningmessagef our key hasfile permissionghatwould allow it to be
readby anyonebut us. Secondly,whenwe createour public/privatekey pair usingssh-keygen,
ssh-keygen will askusto entera passphrasdf we do, our privatekey will be encryptedusingthis
passphrasesothat evenif it is stolen,it will be uselesgo anyonewho doesn'thappento know the
passphraseArmed with thatknowledge let'stake a look at how to configuressh to usethe RSA and
DSA authenticatiorprotocols.

ssh-keygen up close

The first stepin settingup RSA authenticatiorbeginswith generatinga public/privatekey pair. RSA
authenticatioris the original form of ssh key authenticationso RSA shouldwork with any version
of OpenSSHalthoughl recommendhat you install the mostrecentversionavailable,which was
openssh-2.9_pat the time this article waswritten. Generatea pair of RSA keysasfollows:

% ssh-keygen

Generating public/private rsal key pair.

Enter file in which to save the key (/home/drobbins/.ssh/identity): (hit enter)
Enter passphrase (empty for no passphrase): (enter a passphrase)

Enter same passphrase again: (enter it again)

Your identification has been saved in /home/drobbins/.ssh/identity.

Your public key has been saved in /home/drobbins/.ssh/identity.pub.

The key fingerprint is:

ad:e7:f2:39:a7:eb:fd:f8:39:f1:f1l:7b:fe:48:31:09 drobbins@localbox

When ssh-keygen asksfor a defaultlocationfor the key, we hit enterto acceptthe defaultof
/home/drobbins/.ssh/identitssh-keygen will storethe privatekey at the abovepath,andthe
public key will be storedright nextto it, in afile calledidentity.pub.

Also notethat ssh-keygen promptedusto entera passphrase/Vhenprompted,we entereda good
passphrasésevenor more hard-to-predicttharacters)ssh-keygen thenencryptedour private key
(~/.ssh/identity)usingthis passphraseo that our private key will be useles4¢o anyonewho doesnot
know it.

The quick compromise

Whenwe specifya passphraset allows ssh-keygen to secureour private key againstmisuse but
it alsocreatesa minor inconvenienceNow, everytime we try to connectto our drobbins@remotebox
accountusingssh, ssh will promptusto enterthe passphrasso thatit candecryptour private key
anduseit for RSA authenticationAgain, we won't be typing in our passwordor the drobbins
accounton remotebox, we'll be typing in the passphraseeededo locally decryptour private key.
Onceour privatekey is decryptedour ssh clientwill take careof the rest.While the mechanicsf
using our remotepasswordandthe RSA passphrasare completelydifferent, in practicewe're still
promptedto type a "secretphrase'into ssh.
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# ssh drobbins@remotebox

Enter passphrase for key '/home/drobbins/.ssh/identity': (enter passphrase)
Last login: Thu Jun 28 20:28:47 2001 from localbox.gentoo.org

Welcome to remotebox!

%

Here'swherepeopleare often misleadinto a quick compromiseA lot of the time, peoplewill create
unencryptedorivate keysjust so that they don't needto type in a passwordThatway, they simply
typein the ssh commandandthey'reimmediatelyauthenticatediia RSA (or DSA) andloggedin.

# ssh drobbins@remotebox
Last login: Thu Jun 28 20:28:47 2001 from localbox.gentoo.org

Welcome to remotebox!

%

However,while this is convenientyou shouldn'tusethis approachwithout fully understandingts
securityimpact. With an unencryptedorivate key, if anyoneeverhacksinto localbox, they'll alsoget
automaticaccesgso remotebox andany othersystemshat havebeenconfiguredwith the public key.

I know what you'rethinking. Passwordlesauthenticationgdespitebeinga bit risky doesseemreally
appealingl totally agree.But there is a better way! Stick with me,and!'ll showyou how to gainthe
benefitsof passwordlesgauthenticatiorwithout compromisingyour private key security.l'll showyou
how to masterfullyusessh-agent (the thing thatmakessecure passwordlesauthentication
possiblein the first place)in my nextarticle. Now, let's getreadyto usessh-agent by settingup
RSA and DSA authenticationHere step-by-stepirections.

RSA key pair generation

To setup RSA authenticationwe'll needto performthe one-timestepof generatinga public/private
key pair. We do this by typing:

% ssh-keygen

Acceptthe defaultkey location when prompted(typically ~/.ssh/identityand ~/.ssh/identity.puldor
the public key), and provide ssh-keygen with a securepassphraséOncessh-keygen
completesyou'll havea public key aswell asa passphrase-encrypteguivate key.

RSA public key install

Next, we'll needto configureremotesystemsrunning sshd to useour public RSA key for
authenticationTypically, this is doneby copyingthe public key to the remotesystemasfollows:
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% scp ~/.ssh/identity.pub drobbins@remotebox:

SinceRSA authenticationsn't fully setup yet, we'll be promptedto enterour passwordon remotebox.
Do so.Then,log in to remotebox and appendthe public key to the ~/.ssh/authorized_keyde like so:

% ssh drobbins@remotebox
drobbins@remotebox's password: (enter password)
Last login: Thu Jun 28 20:28:47 2001 from localbox.gentoo.org

Welcome to remotebox!

% cat identity.pub >> ~/.ssh/authorized_keys
% exit

Now, with RSA authenticatiorconfigured,we shouldbe promptedto enterour RSA passphrase
(ratherthanour password) whenwe try to connectto remotebox usingssh.

% ssh drobbins@remotebox
Enter passphrase for key '/home/drobbins/.ssh/identity':

Hurray, RSA authenticatiorconfigurationcomplete!lf you weren'tpromptedfor a passphrasehere
area few thingsto try. First, try loggingin by typing ssh -1 drobbins@remotebox. Thiswill
tell ssh to only useversionl of the sshprotocol,and may be requiredif for somereasonthe remote
systemis defaultingto DSA authenticationlf that doesn'twork, makesurethatyou don'thavea line
thatreadsRSAAuthentication no in your/etc/ssh/ssh_configf you do, commentit out by
pre-pendingt with a "#". Otherwise try contactingthe remotebox systemadministratorand verifying
thatthey haveenabledRSA authenticatioron their end and havethe appropriatesettingsin
/etc/ssh/sshd_config.

DSA key generation

While RSA keysareusedby versionl of the ssh protocol, DSA keysare usedfor protocollevel 2,
an updatedversionof the ssh protocol. Any modernversionof OpenSSHshouldbe ableto useboth
RSA andDSA keys.GeneratingDSA keysusingOpenSSH'ssh-keygen canbe donesimilarly to
RSA in the following manner:

% ssh-keygen -t dsa

Again, we'll be promptedfor a passphraseEntera secureone.We'll alsobe promptedfor a location
to saveour DSA keys. The default,normally ~/.ssh/id_dsand~/.ssh/id_dsa.pulshouldbe fine.
After our one-timeDSA key generatioris complete,t's time to install our DSA public key to remote
systems.
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DSA public key install

Again, DSA public key installationis almostidenticalto RSA. For DSA, we'll wantto copy our
~/.ssh/id_dsa.pufile to remotebox, andthenappendit to the ~/.ssh/authorized_keysih remotebox.
Note that this file hasa different namethanthe RSA authorized_keyéile. Onceconfigured,we
shouldbe ableto log in to remotebox by typing in our DSA private key passphraseatherthantyping
in our actualremotebox password.

Next time

Right now, you shouldhave RSA or DSA authenticationworking, but you still needto typein your
passphraséor everynew connectionln my nextarticle, we'll seehow to usessh-agent, areally
nice systemthat allows us to establishconnectionsvithout supplyinga passwordput alsoallows usto
keepour private keys encryptedon disk. I'll alsointroducekeychain, avery handyssh-agent
front-endthat makesssh-agent evenmore secure convenientandfun to use.Until then,check
out the handyresourcedelow to keepyourselfon track.

Resources

e ReadDaniel'sothertwo articlesin this series,"OpenSSHkey managementPart2" and
"OpenSSHkey managementPart 3".

e Be sureto visit the homeof OpenSSHdevelopment.

e Takealook at the latestOpenSSHsourcetarballsand RPMs.

e Checkout the OpenSSHFAQ.

e PUTTY is anexcellentssh client for Windows machines.

e You may find O'Reilly's SSH, The Secure Shell: The Definitive Guide 10 be helpful. The
authors'site containsinformation aboutthe book, a FAQ, news,and updates.

¢ ReadAddressingsecurityissuesin Linux on developerWorks for an overviewof data
encryptionand many other securitytopics.

e BrowsemoreLinux resource®n developerWorks.
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e Browsemore Opensourceresource®n developerWorks.
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